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DocControl is a document management system that has been developed to provide
intuitive, responsive, and straightforward electronic file management. The system offers
the flexibility to set up various file structures per project/study/regulatory specifications.
The general file structure consists of a vertical arrangement: Document Tree, Document
Groups/Sub-Group folders, and individual documents. The Document Tree is the
overarching high level list of Document Groups that may, as needed, be assigned as
various projects/studies, regulatory requirements, SOPs, and etc. A Document Group
folder is a container for files. It may also contain document sub groups for more granular

organization.

DocControl has three access levels: Administrators, Users, and Viewers. Administrators
have full access to the system. They create and manipulate Document Group folders
within the Document Tree and set the access permissions of users and documents.

A user has defined access to certain Document Group(s) for which they have read or
write permissions. Users can add documents to folders to which they have write
privileges. A viewer has read only access to certain Document Group(s) assigned by an

Administrator.

DocControl is capable of displaying all versioning and revision history for each document
that has been revised/updated/renewed. A full audit trail is built-in feature to be in
compliance with FDA 21 CFR Part 11. Previous document versions are retained and

archived documents may be accessed with appropriate permissions.

DocControl features a built in PDF convertor with the ability to generate custom header
pages and insert footers and watermarks on each page. The system converts an
uploaded document into PDF format and inserts a header page with detailed document
property information. The system also has the option to add watermarks and footers to
each page of the document. These settings can be customized within a Document Group

folder or at the individual file level, as required.



Login Page
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Secure Login  Forgot Password?
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DocControl Domain: The DocControl Login page for your application will be a custom
domain provided by you at the time of sign-up. E.g.
http://app.doccontrol.com/researchdx. Enter the link in your browser or select from your
bookmark to open the Login Page.

The blue microphone icon allows you to see a list of System Notifications about Product
Updates.

Logging Into DocControl: Type in the assigned Username and Password in the
respective fields. These are provided in your welcome email.

If you forget your password, click the ‘Forgot Password’ button, and follow the steps
under Forgetting Your Password.

Upon logging in, the browser will automatically redirect to the dashboard.



The Main Page

Main Page: The dashboard is the main screen of DocControl and provides an overview

into the entire system and has options to access various
screens. e

Top Panel: The menu bar above the dashboard I-

contains the search field, the add document and R admin
menu buttons, the pending notifications counter, and the

drop down menu. At the top right corner of the window, users can access their profile
by clicking on their name. They can also log out from the drop down menu.
1. E let you Close the left side bar

2. Search Document option lets you do an unfiltered search across all documents you
have access to.

3. The ﬂ lets you access the Help Panel.

The n lets you see system generated notification assigned to you.

Your Username and Photo Icon let you access your Profile page to update any
information about you or your account.

DocControl
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Document Tree. The document tree lists all of the Document groups the user has read
access to. Any Groups or Documents the user does not have permissions for are hidden

from view. Document groups with a O icon next to them contain additional document
groups. Click on the icon to show these sub document groups. The Document tree also
contains Quick filters. These are shortcut links that filter the dashboard to show all of the



documents that meeting the following criteria. The number of documents meeting each
criteria appears within the parenthesis at the end of each label.

* Pending My Approval — documents that require your approval

* My Checkouts — documents you own that have been checked out by you

* My Drafts — documents you own in the draft state

* All Documents — documents you have read access to

* My Rejected Documents — documents you own in the rejected state

* Pending My Review - documents you have been assigned to read and review

Lower end of the side bar shows you the total number of Documents you have access to
and also the total space used by your documents. A help icon is also provided to access
the help menu.

260 Documents
22 38 MB of space used

Dashboard: The dashboard shows all of the documents within a group selected from
the Document Tree or query applied from the Quick Filters. The dashboard displays
information about each Document and provides links to the PDF copy and any actions a
user can perform.

Clicking on the PDF icon will open the corresponding document in a separate browser
tab. Uploaded documents must be approved before they appear on
the Dashboard. A permitted user may click on the checkout icon to
revise/update the document.

The documents can be listed in 2 ways:

1. The Grid View
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2. The Listing View
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The Main panel has options on the top right lets you sort documents alphabetically and let
you switch between Grid and Listing views.

The sorting option lets the user sort the documents by ID, Name, Author and Date
Approved.

Sort By ID v

Sort By Mame
Sort By Date

Sort By Author

Document options: For each document the grid / list view shows the following options:

1. Name of the Document

2. Status of the Document

3. Document Owners Photo Thumbnail

4. Document Status as Rejected or Approved

5. Document Id / Revision Number / Document Date / Document Expiry Date
6

7

8

9

° on click it shows the owners of the document

. (4] on click it shows the approvers of the document

on click it shows the reviewers of the document
This icon allows you to check-out the document. On click it asks for a
confirmation before checking out the document.

10.8 This icon allows you to check-in the checked out document.
11. This icon lets you revert the check-out.

12. This icon lets you request for an approval or request a retirement based on the
color being red or green.



Document Properties. Extended document details appear under Document

Properties when a document is selected from the dashboard using the 0 option.
Complete ownership and history of the document is provided in the panel along with
Document Status.

Note: You can access the document details by clicking
on ‘Small Arrow on the top right corner”

W Sep Check - 05.06.2013 ex
CIPUBLIC
Sep Check - 05.06.2013 e x
[ Search Doc-2.png 5 Sep Check - 02.06.2013 L'Hﬂ'f Sep Check - 03.06.2013 y"f;j Sep Check - 04.06.2013 _;“ S
Rejected Approved Draft Draft
Docld : 6 o Docld : 128 o Docld : 129 o Docld : 130 G C : =N
File N g 5.d
RevNo: 1.1 o RevNo: 1.0 RevNo: 1.0 RevNo: 1.0 q e ame °°
DocDt : 27th Jun, 2013 DocDt : 28thJun,2013 DocDt : 28thJun, 2013 DocDt : 28th Jun, 2013 = s
ExpDt : 28thJun, 2013 e BExpDt : N/A ExpDt : N/A ExpDt - N/A Status I o |
Auther : gy Ahaf
Revision : 1.0
(£ ] ;| 8o (£ ] ;) (£ ] ;| ¢
Creator : i Ataf
Approval Date : N/A
[ Sep Check - 05.06.2013 3}l | [ 06.06.2013 all @ 07.06.2013 ikl & 08.06.2013 oy Explry Date B &
L il sl Ll Remarks ] original version
Draft Draft Draft Draft
Docld : 131 o Docld : 132 o Docld : 133 o Docld : 134 G Owners
RevNo: 1.0 RevNo: 1.0 o RevNo: 1.0 o RevNo: 1.0 e
DocDt - 28th Jun, 2013 DocDt - 28th.Jun,2013 DocDt - 28thJun, 2013 DocDt - 28thJun, 2013 m Selina Balboa
ExpDt : N/A ExpDt : N/A Q ExpDt : N/A Q ExpDt : N/A e j';"“f Altaf
it

@O0 0 @00 O WOO O @0 0 ..

@ na naoni2 Ml R o1nnaenia il B Evning Chaals Al BB hateman ina — [ENETRETT

10



Document Details Page

The document details page displays information about a selected document. To access

the document details, select a document from the dashboard using the 8 icon and click
on the arrow button from the document information top bar.

Document properties will be listed under the Document Details heading. From this page,
users can check a document’s ID, status, creator, or version number. In addition, users
can view any currently assigned owners and approvers and the approval status of the
document. Depending on a user’s access level, they will be able to see any approver
comments and click on links to perform various actions on the document.

¢/ DocControl = Search Decument a PO

0 A ocument #1371 - Sep Check - 05.06.2013 vio

O PUBLIC k m

Basic Info Shared into
I My DocControl

original version & Public Documents
3 Pending My Approval

created by Altaf on 2013-06-28

[0 Pending My Review modified by Altaf on 2013-06-28

Size 44.5 KB

Content Type application/msword

D Drafts Expiry Date NA

3 Checkouts

3 Al D t
=R B vovnload || [BY checkout Request Approval [ Delete Permanently

[IRejected

Approvals Approval Comments Reviews History Users Properties

No Approvals

The following is a list of possible user actions that appears under the document details

1. Download: Option to download the most recent approved version of the PDF version
of the document.

2. Checkout: Option to checkout document for editing.
3. Request Approval: Option to request for approval for a new checked in document.
4. Delete Permanently: Option to delete the document from the system.
5. Approvals: List of all approvals the document has received by user and date.
6. Approval Comments: Comments provided by approvers.
7. Reviews: List of reviews provided for the document by the reviewers.

Approvals Approval Comments Reviews History Users Properties

Revision Status Size Author Checked-in On Action

v1.0 Draft 44.5 KB Altaf 2013-06-28 09:50:35

8. History: List all prior versions of the document with check-ins and check-outs.
9. Users Properties: Users attached to the document as owners, approvers, and
reviewers

11



Approvals Approval Comments Reviews History Users Properties

owners Current Approvers Current Reviewers
& selinaBalboa No Approvers No Reviewers
& Altaf

Viewer Access

A viewer account has the lowest level of access. They inherit access to the Public
Documents document group, and they can be assigned Read Only access to other

@ DocControl
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My DocControl
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Document Groups or Documents by an administrator. They cannot be assigned the
rights to upload, edit, or approve documents.

Viewing Documents

Viewers may access document groups and view any document they have been
assigned Read access to.

To view a PDF:

1. Select the document group containing the document from the document tree

2. Select the document from the Dashboard
3. Do one of the following:
- Click view PDF icon B from the Document listing on Dashboard

Download

» Click the Download icon on the Document Details page.

12



Profile Management

The profile drop down menu contains options to access and update your profile, see
the main screen, see notifications and sign-out.

= Search Document Q
I ) f Altaf altaf Alat
l t'a [uee @M Enoo

E
=1
=

from India

2 years ago joined DocControl

260 documents created
22.38 MB space used

Profile Page: All users can click on their name next to the drop down menu or Profile
button in the dropdown menu on clicking their thumbnail icon to view and update their
profile.

The top of the page shows information about when the user joined, the number of
documents a user has access to, and the amount of disk space in bytes the user is
using. It also shows the option to update profile on the top right corner.

It’af gaf altaf

from India

2 years ago joined DocControl
260 documents created

22.38 MB space used

Documents User Group Memberships
ID Document Rev Date Status Information Action
128 Sep Check - 02.06.2013 1.0 28th Jun, 2013 Approved 0 o E
131 [# Sep Check - 05.06.2013 1.0 28th Jun, 2013 Approved o o a
325 [ Galaxy Pulsars B 1.0 28th Jun, 2013 Approved o o E
326 [ Galaxy Pulsars B 1.0 28th Jun, 2013 Approved Q o E
327 Galaxy Pulsars C 1.0 28th Jun, 2013 Approved o o a
328 [ Galaxy Pulsars D 1.0 28th Jun, 2013 Approved o o E
329 [# Galaxy Pulsars E 1.0 28th Jun, 2013 Approved o o a
330 [ Galaxy Pulsars F 1.0 28th Jun, 2013 Approved o o E
231 3 Galavy Puleara [t 1n 28th luin 2013 Annrovad ~ = M

The bottom of the page shows a document list with options to manage the documents. It
also shows on tab a list of the User Group Memberships the user has access to.
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Users can update their profile information: name, email, gender, date of birth, country
and profile picture.

To update a user profile:

1. Click the name corresponding

to the account left of the profile Altaf aitaf
drop down menu at the top =3
2. Click on ‘Update Profile’ Name Altaf
3. Update the fields corresponding Email data@plus91 in
to the information you want to
Change Gender Male v
* To update your profile pos R =
picture, click on the portrait Location India
and choose a valid image I:l

format from your desktop

4. Click on ‘Save to save your changes.

14



User Access

A user account is suited for the day to day operations of DocControl. In addition to
all the privileges of a viewer account, they can be granted the right to upload, edit, or
approve documents for document groups assigned by an administrator. To simplify
user management, users can be assigned to User Groups. Privileges granted to a
User Group will be applied to all the members of the group.

Admin Panel / Manage User Groups

User Groups Management

User Groups Add Members
. = DocControl User Groups Users User Groups
& APP.DOCCONTROL Selina Balboa APP.DOCCONTROL
i Available Users Altaf Available Users
& BB7s Mathew Moore BB7's
Michael Ta Date format user Groups

48 Date format user Groups Ajay Mandera DCRDX- Users
# DCROX-Users
i DKs bsg

Group1
& DsB Management
i Groupl MG - Nov.
i Management Plus91 Users

RDx
& MG - Now. RDx-approver
a8 Plus91 Users Review Test
i RDx Safari

8 RDx-approver

i Review Test Add Members

& Safari
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Document Management
Adding a Document from Upload

Add Documents

Document List

Document Groups

- | B Public Documents
] B

-] B ADG
w2
i 83

..... [[] B D-Renamed
..... ["] B Browser Compatibility
[C] & App.Doccontrol
..... ["] B Date format Test
-] B BIG-dATA

1. Click the ‘Add Document’ button at the top of the Dashboard.
2. Click ‘Add Files’ to select the file to add from your local drive.

Add Documents

Document List

DocCoentrol User Guide v0.7.1 {1).docx

DocControl User Guide v0.7.1 (1) .docx

227 MB

Use Template

3. Select a document group to upload the document to by checking on the Group or
Sub-Groups. Once uploaded, the document will inherit the permissions of the

selected group. Approvers, Reviewers and Owners will be shown in Orange

buttons based on Groups and Sub-groups selected. Click to see users under each

heading.

16



4. Either Update the name or leave it as it is. Click on
upload button or blue button to upload the file. Use
the Orange cancel to remove file from upload queue. e ogET [ e R BRE
The upload status is shown on the top right corner.

5. On completion of upload the document is sent for approval.

Note: All new uploaded documents will be version 1.0 by default.

Add Documents

[+t | Qs
Document List

@ HWDB& jpg 88.54 KB
@ images.jpg 8.30KB

@ Happy-Womens-Day-Down raves-780x778.jpg

Happy-Wemens-Day-Down-Rose 0x778.jpg

Document Groups

¥ B Public Documents
A B Earth Team
& June Docs

cdH

1. Click the ‘Add Document’ button at the top of the Dashboard.

2. Click ‘Add Files’ to select the files to add from your local drive.

3. Select a document group to upload the documents to by checking on the Group or
Sub-Groups. Once uploaded, the documents will inherit the permissions of the
selected group. Approvers, Reviewers and Owners will be shown in Orange
buttons based on Groups and Sub-groups selected. Click to see users under each
heading.

4. Either Update the names or leave it as it is. Click on upload button or blue button to
upload the file. Use the Orange cancel to remove file from upload queue. The
upload status is shown on the top right corner.

5. On completion of upload the documents are sent for approval.

Note: All new uploaded documents will be version 1.0 by default.

17



1. Click the ‘Add Document’ button at the top of the
Dashboard

Check the Button labeled ‘Use Template’ on top right corner.

Add Documents

Select a template from the select option menu

Enter a new name for the document reste ueimg Templae

‘‘‘‘‘‘‘‘‘

o & DN

Select a document group to upload the document
to. The document will inherit the permissions of
the group it was placed under.

Note: All new templates will be version 0.1 by
default

6. Click ‘Create Document’
7. The browser will be re-directed to the Document Details

8. Click ‘Checkout’ to download and edit the template

After you have finished editing the template, you must check-in the file and request its
approval. The document will be version 1.0 following the initial Check-in. Follow the steps
below to check in the file:

1. Locate the document on the dashboard using ‘Checkouts’ on the left sidebar.
. Click ‘Check In’ icon.
. Click ‘Check-in’ from options on document details page.
. Choose the updated file from the desktop

2
3
4
4. Optional: Leave a Check In message and select if it is a major or minor revision.
5. Click on Upload to complete the check-in.

6

. The browser will be re-directed to the Document Details

Once approved, the document will appear under the intended Document Group within the
Document Tree.

Note: A PDF version of the document will be generated automatically. The conversion
may take up to 5 minutes or longer depending on the file size.

18



Reviewing Documents

Viewers can be assigned by administrators to review
documents in a document group or individual
documents. The counter at the end of the ‘Pending
Reviews’ tab displays the number of reviews assigned
the current user. Viewers can access a list of

documents they need to review by click on this Option.

To review a document:

1.

19

Navigate to the document to review
by doing one of the following:

a. Click on the ‘Pending My Reviews’
Tab on the left side bar.

b. Click on the document group
the  document belongs to
from the document tree

Select the document on the dashboard

Click on Open in New Window icon from the
Document properties bar

%1 PatientDB.xlsx

a
x®

the

Basic Information

ID 88

File Name PatientDB.xlsx

Size 542.75 KB

Status = to
Author 8 chani

Ravision 1.39

Creator 1(\ha'1\

Approval Date 8th Mar, 2015

Expiry Date 22nd Mar, 2015

Remarks Reapproved version of re

vision 1.38.

Qwners

1 dhani
spron Anhnntral abant

3 By clicking Review, you are verifying that you have
| read and reviewed the document.

Click on “‘View’ to download a copy of the document

o | o |

To click on ‘Review’ and click on ‘Continue’ to complete the review.



Checking Out a Document
Only the users who are assigned as document owners (i.e. the user who uploaded the
document) may checkout an approved document. To check out a document:

1. Locate the document from the dashboard
[0 Pending My Review

2. Click the corresponding ‘Checkout’ button EChookmis

3. The system will prompt the user for confirmation. [ Drafts

4. Click ‘ok’ to download an editable copy of the
document.

5. An email notification will be sent to the owner.

A list of checked out documents can be found in through Checkouts under left side bar.

Note: If you checked out a document and did not intend to make a change you can
click on the ‘revert’ button from the document properties bar or the document
details page to revert the document to the previous version instead of
checking it in.
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Checking In a Document

1.

2.

7.

1 Locate the document from the dashboard

Checkin Document

Click check-in icon . The browser
will be directed to Document Details [+ carie |

Page . Revision Type
CIICk ‘Add Flle, Revision
Select the revised file from the local Revision Remark
drive to upload. v
Choose the revision type.

a. Major — increments the revision
number to the next whole
integer (i.e. 1.4 to

2.0)
b. Minor — increments the revision number by a point (i.e. 1.2 to 1.3)

Leave a message for the approver regarding the new document using the
Check- in Message textbox

Click on ‘Upload’ to add the file.

The checked in version needs to be approved, click on Request Approval icon
for approval.
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Requesting the Retirement of a Document

Users can request the retirement of a
document that is outdated or no longer
enforced. The request requires approval from
the assigned document approvers. Once a
document is retired, it can only be accessed by
administrators through the Document

Archive or Retired Documents report.
To request the retirement of a document:

1. Select the document from the dashboard

A

B3 ownload

#1106 - KishanGor.docx vio
===

Basic Info

Original Revision

created by Selina Balboa on 20150217

modified by Selina Balboa on 20150217

Size 23.99 KB

Content Type application/vnd.openxmlformats-
officedocument.wordprocessingml.document
Expiry Date NA

Request Retirement

2. Click on Request Retirement icon from the document on the Dashboard or

Document Details page.

3. Enter the reason for retirement and Click request retirement to confirm the alert.

Document approvers assigned to the document will be notified of the retirement request.

Approving a Request

Users that have been assigned as a document approver for a document group or
document will receive notifications regarding any new approval or retirement requests. To

approve or reject these requests.

1. Locate documents that require your
approval by doing one of the following:

a. Click on the notification counter
next to the profile picture

b. Click on the ‘Pending My
Approval’ on left side bar. Click
the * Document Details icon’
button corresponding to the
document you want to approve

2. Review the document by either:

22

#1097 - Approval Test vis

Basic Info Shared into

Co
Expiry Date NA

Reapproved version of revision 1.0 on change in approvers

elina Balboa on 2014-07-18

Selina Balboa on 201501-10

t by Selina Balboa on 2015-02-07 13:4528
ze 122.47 KB

t Type image/jpeg

a Download a Download Original Checkout a Approve u Reject

Timestamp

201501-10 11:48:51

EE>
2
3
El

201501-10 11:48:51



a. Click on ‘View’ to download in PDF format

b. Click on ‘Download Original’ to download the
original format Notifications

Document Reviewer Test state changed

3. Optional: Leave an approver message stating a reason for  «om approved to Approved.

your choice. O
Document Reviewer Test state changed
4. Choose ‘Approve’ Or ‘Reject’ from Approved to Unapproved.
@ 18 days ago
Document Reviewer Test state changed
Notlflcatlons from Approved to Retired.

@ 18 days ago
I . . Document Testing_Plan xlsx state
Notifications are system generated notices to help you see what | . om approved to Approved.
is happening in the system and what steps you need to take.

@ 18 days ago
Document Testing_Plan xlsx state

changed from Approved to Unapproved.

To View notices © 18 daye 0

Document Testing_Plan xlsx state

changed from Approved to Retired.
1. Click on & in the top right corner. R
. . . i Mathew Moore create Document Stevens
2. See a list of Notifications which let you know based on Homework docx.
your permission and access group: o
. State Changes in Documents Document KishanGor docx state changed

Fern Pendt fn Aeeensond

+ Document creations

* Required Approvals by you
* Required Reviews by you
+ System generated notices

3. Clicking on specific notifications will take you to a page to see document state or
take a Reviewer / Approval action as needed.

Administrator Access

An administrator has the highest level of access. In addition to all of the user function
described above, they have access to the admin menu where they can manage all
users, documents, and groups. They can review the audit history of DocControl as well
as generate reports for various aspects of the system.

cick

at top of Main Pane to access Admin Menu.
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Approved
Documents

Document Management

i

Hierarchy Manager

o

17

Checked Out

Documents

Settings Manager

380

Draft

Revisions

Management Reports

Document Archive

Retired Documents

Rejected Document

Audit Trail

[2015-03-09 16:18:36] User Selina Balboa logged in
[2015-03-09 16:18:28] User Altaf was logged out

[2015-03-09 16:10:03] User Altaf checked in the Document

Chrome/38.0.2125.111 Safari/537.36.

Chrome/38.0.2125.111 Safari/537.36.

a120 A AR 111 eofo_tEaT A

06.06.2013.

[2015-03-09 16:16:57] User Selina Balboa created the User Mark with type Viewer.

[2015-03-09 16:09:21] Failed login attempt for User binal with IP 182.70.102.206 and Browser Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
[2015-03-09 16:0%:15] Failed login attempt for User binal with IP 182.70.102.206 and Browser Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)

[2015-03-09 16:08:37] Failed login attempt for User kishangor with |P 182.70.102.206 and Browser Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)

Organization Management

ZJ, DocControl

Subscription Management

@

Add Template

Pro Plan
0 bytes of 50 GB Used

Documents

Users

Sub Dt 3rd Jan, 2015
Exp Dt 3rd Jan, 2016

User Management

o
o

16
&

Manage Users Manage Groups

Instance Management

Asia/Kolkata
50 Minutes

Timezone

Timeout

1. Top Panel shows key statistics of the Instance running for the company. Click on
any of the panels to see a list of Documents which match the statistic with option to
see more information about each document.

Approved
Documents

Checked-Out Documents

D Document

128 [/ Sep Check - 02.06.2013
129 [ Sep Check - 03.06.2013
130 [#) Sep Check - 04.06.2013

134 [v] 08.06.2013

Checked Out

Documents

Rev Status

1.0 Approved

1.0 Draft
1.0 Draft
1.0 Draft

380

Draft
Revisions

0
0
0

il

Checkout Date

Actions

12th Feb, 2015
7th Feb, 2015
7th Feb, 2015

Gth Mar, 2015

1. Middle right panel show options to Manage Settings for Document Groups and 3
key management reports.
2. Lowest left side panel shows the Audit trail of the entire instance for all users with
an option to access the complete trail.
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3. Right side panel shows options to Add Template, Manage Users and Manage
Groups along with a Instance Management options.

User Management

. 16
a

Manage Users

Administrators may add, manage, and delete users from the Manage Users option. All
users are assigned a Unique Sr. Number by the system.

1. Click the ‘Add User’ heading to reveal the
registration form.

2. Enter the real name and email address of the

individual to be added. Passwos
3. Enter a username and password and confirm the Confim pasanerd
password for the individual to be added.
Note: Both the username and email address must

be unique. The system does not allow
multiple individuals to be registered
under the same username or email
address.

4. Select an account type for the new user:

a. Administrator: Full access to the admin menu.
Create and manage document groups. Set
access permissions. See all documents.
Change document properties

a. User: Defined access to the system. Users can only view areas of the
document tree for which they have been assigned read access, and only
write documents to the area of the tree for which they have write access.

b. Viewer: Read-only user. Can only see the area of the document tree for
which they have read access.

5. Click ‘Add User’.
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A confirmation link will be sent to the email address registered to the new user. The new
user must click the confirmation link to verify the account and use DocControl.

All Users

An administrator can see a full list of accounts registered to use DocControl by clicking the
‘Users’ heading after clicking manage users option as default.

Users Inactive Users Add User

Sr. No. Name Username User Type Email Member Since Actions

1 9 Selina Balboa administrator m kishan.gor@plus91.in 20th Jun, 2013 a a a
2 ilip Ataf altaf = data@plus91.in 28th Jun, 2013 u ﬂ a
3 8 meenu meenu = meenu@plus91.in 16th Jul, 2013 u ﬂ B
4 . Suhasi Rai suhasi = facebook altaf@facebook.com 20th Jul, 2013 u ﬂ a
5 § nancy nancy m nancy@gmail.com 22nd Jul, 2013 u ﬂ a
6 2 Shaina shaina =3 shaina@gmail.com 23rd Jul, 2013 u B a
7 B Mathew Moore mmoore = mmoore@researchdx.com 18th Sep, 2013 (a.]c]a]

You can use the ‘Search User’ text box to search for specific accounts in the system.
1. Enter the Username or Name of the individual to search for and Click enter.
To update a user profile:

1. Do one of the following:

* Click the ‘Update Profile icon % for the corresponding user to view or
update a user profile

2. Update Profile: Use the form to modify the name, email address, gender, date of
birth, country, or account type.

3. Click ‘Update’ to save the changes.

Administrator Permissions

An administrator may perform the following actions:
* remove the administrative access of another administrator by clicking &
« grant administrative access to another user by clicking on u

* reset the password for another user by clicking ‘Reset’ o
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Note: Alink will be sent to the email address registered to the user to reset their
password.

* remove (make inactive) a user from the system by clicking on to delete a
User.

Note: After deletion, the user can no longer login with their username and
password credentials.

Click on the heading to reveal a full list of previously deleted users. Each user’s profile
and document history is accessible by clicking on their username. To restore a user do
the following steps:

1. Click on the ‘Inactive Users’ heading

2. Locate the user you wish to restore from the list of inactive users

3. Click on the corresponding ‘Restore’ button 8

The former user account will be restored. They will appear under the all users list and
the user will be able to login with their former username password combination.

Users Inactive Users Add User

Sr. No. Name Username User Type Email Member Since Action

1 é Dhanashree Kumkar dhanashres dhanashree kumkar@plus91.in 27th Jun, 2013 a
2 Q dhani dhani m kumkardhanashree@gmail.com 27th Jun, 2013 a
3 n__%_'r‘i-,-an ayan m ajay.mandera@plus91.in 28th Jun, 2013 a
4 3§ Lovina lovina = altaftamboli50@gmail.com 28th Jun, 2013 a
5 . Ranjana ranjana = altaftamboli@ymail.com 28th Jun, 2013 a
6 i Mabel mabel = altaf_2319@rocketmail.com 28th Jun, 2013 a
7 8 shree shree m kumkardhanashree@yahoo.in 28th Jun, 2013 a

Note: Aninactive user will still remain in any user groups or document properties position
it has been assigned prior to deletion. Administrators must remove the user from
these groups and assignments to gracefully delete a user from the system. It is
highly suggested for administrators to assign user groups for approvers,
reviewers, and access privileges to make user management in the case of
deletion simpler.
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Administrators may define, manage, and delete user

groups from the Manage User Groups option. Users may
be added to multiple User Groups and all users within a

group share the permission of the group.

A user group can be established to manage all
users under a particular entity (i.e. laboratory,
company, institution, etc.). To add a user group:

Right Click the Main root, it will show an option to create.
. A node appears at the bottom.

1
2
3.
4

Enter a name for the group to add it.

. For sub-groups right click on a sub-group to add a
child node.

To change user group name according to project
needs:

1.
2.

28

Right click on the Group.

Click the ‘Rename Group’ heading or ‘Delete
Permanently’ Heading.

Renaming:
» Enter the new group name.
* Click ‘Rename Group’
Deleting:

e Click onicon to delete.

h._
Admin Panel / Manage User Groups

User Groups Management

User Groups

4. 2 DocControl User Groups
Create ONTROL
- Jsers
- 48 BBT's
& Date format user Groups

(.- 8 DCRDX- Users

- &% Date format user Groups
.. 4% DCRDX- Users

Create
Rename

Delete Permanently

T = OV
-



All User Groups
To view a full list of all the user groups in DocControl:
1. Click the ‘Manage Groups’ heading.

2. See the tree structure on the left and the option add members on right.

3. = mean a Group / & means an individual user.

4. See all Users and User Groups inside a Group click on the node on the tree; it will
slide down to reveal members and member groups.

User Groups Add Members
4. 2 DocControl User Groups Users User Groups
& APP.DOCCONTROL Selina Balboa APP.DOCCONTROL
- & Altaf Altaf Available Users
& Mathew Maore Mathew Moore BB7's
Michael Ta Date format user Groups
. 4% Available Users Ajay Mandera DK's
- & Altaf George DSB
-~ & Mathew Moore Group]
Management
- &8 MG - Nowv MG - Nov
i BE7's New node
.. 48 Date format user Groups ;‘S‘SQ | Users
%
i Date format user Groups RDx-approver
.. 48 DK's Review Test
i DK's Safari
- 4% MG - Now
% DSB Add Members
- 488 Group]

i Management
- 4% Management
i MG - Nov.
.. 4% New node

Add Members to User Groups

User group(s) or user(s) can be flexibly incorporated into another user group. To add a
user or user group into another user group:

1. Select a user group to add other groups or users to list of Groups present or by
adding a new Group node.
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2. Select the user group(s) or user(s) to add from the corresponding menus on the
left. Use Control to select multiple groups / individuals together.

3. Click ‘Add Members’. The user or user groups will be added to the Parent
User Group.

4. You can remove a user from the selected parent user group by right clicking
on the entry in the tree and clicking on the corresponding ‘Detach from
Group’ button

Administrators can define, rename, and remove document
groups. Document groups are used to organize documents and
facilitate the sharing of multiple documents between different
branches in the document tree.

Hierarchy Manager

Group Hierarchy

i IJ DocControl

Document Management Create

Rename

;:_i Og Delete

Hierarchy Manager Settings Manager Edit 4
= 5

i -
... &5 D-Renamed
D-Renamed

ik ADG

4. 8% Available Users

To add a document group / sub-group under an existing & Altaf

group:

Detach From Group

1. Click on the ‘Hierarchy Manager’ -

2. Right click on the Main Root Group or on a Sub-group.
3. Click on ‘Create’ to see a new node added and required level.
4

Enter a name for the new document group to add the Group.

Change document group name according to project needs. To rename a document group:

1. Click on the ‘Hierarchy Manager’
2. Right click on the Group or (after opening the node) Sub-group.
3. Click on ‘Rename’ to see the name of the Group become an editable field.
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4. Enter a name for the document group to rename the Group.

Delete Group

Delete document group according to project needs. To delete a document group:

1. Click on the ‘Hierarchy Manager’
2. Right click on the Group or (after opening the node) Sub-group.

3. Click on ‘Delete’ to delete the group.
All Document Groups

A list of all the document groups in DocControl are available under the Hierarchy
manager:

1. You can use the ‘Tree Structure’ to see sub-groups and sub-sub groups.

2. On the right panel see all Documents belonging to a selected group.

Group Hierarchy Documents
i &= DocControl
- B PUBLIC Group Decuments Add Document
-
=2 ID Document
“ = 3 6 Search Doc-2.png
e 4
Lol s 8 Doc With TC 1
i BB D-Renamed
18 Public-PDG Images 1.jpg
- e D-Renamed
& ADG 19 PDG Images 2.jpg
=2
iz 3 21 Apology Letter.docx
e B
& 22 appraisalform_196.doc
LB 5
L. Bs D-Renamed 23 Interview thank you letter docx
& Browser Compatibility
24 L template.d,
& App.Doccontrol < eave lemplate.dock
- B Date format Test 25 Leave-Application-Letter.docx
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Add Document to Group

Administrators can attach or detach documents from the document groups. Documents
that belong to multiple document groups can be accessed by users with permissions to

any group.

Add Document to a Group

Administrators can link documents to multiple document groups. Unless otherwise

specified, the document will inherit all the properties of each group it belongs to. To add

a document to a document group:
1. Select the document group where you want to add the Document.

2. Click on Add Document Tab.

3. An administrator may add a Document group by clicking the corresponding ‘add’

button attached to each document. ﬂ

Group Hierarchy

a... 01 DocControl
- @ PUBLIC

B 1

b
(L

3
i s 4
[
i & D-Renamed
% D-Renamed
= ADG
=

=
Ft

2
‘s

3
s 4

i B D-Renamed

- B Browser Compatibility
.. B App.Doccontrol
i B8 Date format Test
- B BIG-dATA
' Browser Compatibility
% Big Boss-7

& Clinion
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Group Documents Add Decument

ID

1

2

Document

Test Document

DOC CONTROL Test Cases.xlsx
DCRDX Image

Search Doc-2.png

images (3).jpg

Search Doc-2.png

Doc With TC 1

28676.jpg

Barbie2 jpg
edeee3abd132a384c833c4c489. bmp
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Remove Document from a Group

Administrators can remove documents from a document group. The document will
no longer be accessible from the document group. It will still appear in the Document
Archive. To remove a document from a document group:

1. Select the document group where you want to remove a Document.

2. Click on Groups Document Tab. (Default tab)

3. An administrator may remove a Document group by clicking the corresponding

‘Remove’ button. a

Group Hierarchy Documents
i J DocControl
& PUELIC Group Documents Add Document
i 1 ——
=2 1D Document
-3 [3 Search Doc-2.png
he B 4
[ 8 Doc With TC 1
- B DR d
= “nems 18 Public-PDG Images 1.jpg
& D-Renamed
- & ADG 19 PDG Images 2.jpg
|
iome 3 21 Apology Letter.docx
! '; 4 22 appraisalform_196.doc
H
B D-Renamed 23 Interview thank you letter.docx
- B Browser Compatibility va L e
t t
- B App.Doccontrol eave template.docx
“- B Date format Test 25 Leave-Application-Letter.docx
- B BIG-dATA
L Browser Compatibility 26 Sick Leave.docx
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Manage Group Hierarchy
Administrators can rearrange document groups within the document tree and share
document groups between users with varying access privileges. Linking document sub-
groups to other document groups will allow users to view the files without access to the
whole document tree.
Moving document groups into other document groups
To change location that is the parent of a group or sub-group. To change parent of a
document group:

1. Click on the ‘Hierarchy Manager’

2. Click on the Group or (after opening the node) Sub-group.
3. Drag and drop to new parent group.
4

. A pop up will appear to confirm the changes.

= —
Reset Settings?
Admin Panel Hierarchy Manager
Keep Default

Hierarchy Manager

Group Hierarchy

i.. D DocControl
...... & PUBLIC
B Documents
------ B Forms and Logs
...... B Management
Bs Policies

4 B Safety
‘... B2 Technical SOP's
------ B Training
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Administrators may assign access permissions and set various properties for documents
and document groups. If properties are applied to a document
group, any document sub-group or document will automatically
inherit the same properties. Properties set to specific document
groups or documents will override the properties inherited from its
parent document groups in the tree.

Document Groups

% Public Documents

1

]

=2
=3
a4
B5

% D-Renamed

L. g5 D-Renamed

Documents .

4.. 2 Documents
! W SearchDoc-2,png

il my data2.docx

Admin Panel

Settings Manager

Settings Manager

Access Permissions

Sr. No.
1

2

Approvers

Sr. No.

2

Name Permission

& dhani

& shraddha

Approver

& administrator

& altaf

Action

Action

Owners
Sr. No. Name
1 & Selina Balboa

2 & Dhanashree Kumkar

Reviewers [[IIETE]

Sr. No. Approver
1 & Review Test

2 & administrator

o

Settings Manager

Action

Action

First, you must select the Document Group(s) and / or Document(s) to modify from the
menus pictured above.

Read Access grants users the ability to view document groups and documents on the
dashboard. Write Access grants users the ability to upload files to a document group.

To add access permissions:

1. Select document groups(s) or document(s) to be modified on the left panel.

Click on the ‘Add Access Permission’ icon.

Choose the user group(s) or user(s) to grant access permissions for.

2
3
4. Select access type: ‘Read Only’ or ‘Read & Write.’
5

Click ‘Save.’
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Add Approvers

Users User Groups

administrator APP.DOCCONTROL
altaf Available Users
mmoore BB7's
mta Date format user Groups
ajay_65 DK's
george DSB

Group1

Management

MG - Mov.

New node

Remove Access Permission
Administrators can remove access permissions for a user group or user. To remove
access permissions:

1. Select document groups(s) or document(s) to be modified at the top.

2. Locate the User or User Group under Current Access Permissions to remove

3. Click on the a to remove permission under Access Permissions tab.

The permissions for the user group or user will be revoked; they will not be able to
view the document group on the document tree or access the documents from the
dashboard.

Access Permissions

Sr. No. Name Permission Action
1 & dhan, x ]
2 & shraddha (x|
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Add Approvers

Assign approvers for the selected document group or document. The approver will be
notified of any request and must approve or reject them. Assign an approval interval
under ‘Add Approval Interval’ to set up a review cycle. To assign an approver:

3.
4.

Add Approvers

Users User Groups

administrator APP.DOCCONTROL
altaf Available Users
mmoore BB7's
mta Date format user Groups
ajay_65 DK's
george DsSB

Groupl

Management

MG - Nov.

New node

Select document groups(s) or document(s) to be modified on the left panel.

Click on the ‘Add Approver Permission’ icon on the Approvers box.
Choose the user group(s) or user(s) to grant access permissions for.

Click ‘Save.’

Note: DocControl allows multiple approvers to be assigned to a document or

document group. If assigned to a document group, all the documents uploaded
to that group need to be approved by all approvers before becoming available
on the dashboard.

Approvers w

Sr. No. Approver Action
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Remove Approvers

Administrators can revoke the approval privileges of a User Group or User. To remove
an approver:

1. Select document groups(s) or document(s) to be modified at the top.

2. Locate the Approvers under Current Approvers Permissions to remove

3. Click on the a to remove permission under Approvers Permissions box.

The User Group or User will no longer receive new notifications regarding pending
approval requests for this document group or document. Their approval is still required
for any past request made before the privileges were revoked.

Add Reviewers

Assign reviewers to documents or document groups. Reviewers will have the option to
‘review’ a document under ‘Pending My Review.” To complete the review the user must
follow the steps under Viewer Access - Reviewing Documents. Assign a review interval
under ‘Add Review Interval to set a review cycle. To assign a reviewer:

1. Select document groups(s) or document(s) to be modified on the left panel.

2. Click on the ‘Add Reviewer Permission’ icon on the Reviewers box.
3. Choose the user group(s) or user(s) to grant access permissions for.

4. Click ‘Save.’

Add Reviewers

Users User Groups

administrator APP.DOCCONTROL
altaf Available Users

mmoore BB7's

mita Date format user Groups
ajay_65 DK's

george DSB
Group1
Management
MG - Now.
New node
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Remove Reviewers

Reviewers can be removed from a document group or document. To remove a reviewer:
1. Select document groups(s) or document(s) to be modified at the top.

2. Locate the Reviewers under Current Reviewers Permissions to remove.

3. Click on the a to remove permission under Reviewers Permissions box.

Reviewers m

Sr. No. Approver Action

1 28 Review Test

2 & administrator

Add Owners

Assign owners to documents. Owners are able to check-out documents and make
revisions to them. To add an owner:

1. Select document groups(s) or document(s) to be modified on the left panel.

2. Click on the ‘Add Owners icon. on the Owners box.
3. Choose the user group(s) or user(s) to grant access permissions for.

4. Click ‘Save.’

Add Owners

Users User Groups

administrator APP.DOCCONTROL
altaf Available Users
mmoore BB7's
mta Date format user Groups
ajay_b5 DK's
george DSB

Groupl

Management

MG - Now

New node
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Remove any additional owners that have been assigned to a document. To remove an
owner:

1. Select document groups(s) or document(s) to be modified at the top.

2. Locate the Owners under Current Owners Permissions to remove.

3. Clickonthe’ to remove permission under Owners Permissions box.

Note: The original owner, i.e. the file uploader, will always retain ownership to the
documents they uploaded. Their ownership—p rights cannot be removed.

Owners

Sr. No. MName Action
1 & Selina Balboa

2 & Dhanashree Kumkar
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Set a deadline for any request that occurs for the document group or document.
An email will be sent to any approvers reminding them to take action at the end of
the deadline. To add a deadline:

1. Select document groups(s) or document(s) to be modified on the left panel.

2. Come down to Misc. settings.

3. Click on the deadline icon I:I

4. In the pop-up make a numerical-only entry for number of days until the
deadline.

5. Adialog popup will confirm the new deadline

6. Confirming the dialog popup will refresh the browser and update the
deadline under ‘Current Deadline’

Misc. Settings

Deadline

Approval Interval : N/A

B

Review Interval

You can edit a deadline from a document group or document at any time. To Edit a
deadline:

1. Select document groups(s) or document(s) to be modified on the left panel.

2. Come down to Misc. settings.

3. Click on the deadline icon I:I

4. In the pop-up make edit the numerical-only entry for number of days until the
deadline.

5. Adialog popup will confirm the new deadline

6. Confirming the dialog popup will refresh the browser and update the
deadline under ‘Current Deadline’.
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Add Approval Interval

Set a recurring approval cycle for the document group(s) or document(s). The
documents must be reviewed and reapproved every cycle to remain accessible on the
dashboard. To add an approval interval:

1. Select document groups(s) or document(s) to be modified on the left panel.

2. Come down to Misc. settings.

3. Click on the approval interval icon n

4. In the pop-up select as number of days or fixed date, make a date entry /
numerical-only entry for number of days until the deadline based on first input.

5. Click on “Save” will refresh the browser and update the interval under
‘Approval Interval’.

Add Approval Interval

Interval Type

Days

Approval Interval

Edit Approval Interval

You can edit an approval interval from a document group or document at any time. To edit an
approval interval:

1.
2.
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Select document groups(s) or document(s) to be modified on the left panel.

Come down to Misc. settings.

Click on the approval interval icon n

In the pop-up edit as number of days or fixed date, make a date entry / numerical-only
entry for number of days until the deadline based on first input.

Click on “Save” will refresh the browser and update the deadline under ‘Approval
Interval’



Set a recurring review cycle for document group(s) or document(s). Users will be
assigned to review the documents every cycle. To add a review interval:

1. Select document groups(s) or document(s) to be modified on the left panel.

2. Come down to Misc. settings.

3. Click on the Review interval icon I:I

4. In the pop-up select as number of days or fixed date, make a date entry /
numerical-only entry for number of days until the deadline based on first input.

5. Click on “Save” will refresh the browser and update the interval under
‘Review Interval’.

Misc. Settings

Deadline : 22

Approval Interval : N/A I:I
Review Interval : N/A

You can remove a review interval from a document group or document at any time. To
remove a review interval:

1.
2.
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Select document groups(s) or document(s) to be modified on the left panel.

Come down to Misc. settings.

Click on the Review interval icon I:I

In the pop-up edit as number of days or fixed date, make a date entry / numerical-
only entry for number of days until the deadline based on first input.

Click on “Save” will refresh the browser and update the deadline under
‘Review Interval’



PDF settings control the optional header page and footer that is added when the
document is converted for its uploaded format to a PDF.

The header page is included at the beginning of each document when it is converted to
the PDF format. To add a header:

PDF Settings (=)
Front Header View

> Title Box > Document Number > Document Version » Document Approval Date
> Document Owners > Document Approvers > Document Expiry Date

Footer View

{#NAME_OF_DOC} {#0RG_NAME}

1. Select document groups(s) or document(s) to be modified on the left panel.

2. Come down to PDF settings.

3. Click on the PDF Settings icon

Add PDF Settings PDF Required
Add Front Header Page Title Box Document Owners
Add Header Document Number Document Approvers
Add Footer Document Version Document Expiry Date
Document Approval Date Document Reviewer Listing Page

1. Select Yes/ No to Add Front Header Page
2. Additional options for the header page are shown
Add Header — Add a Header to All pages

a.
b. Title Box — Document Name used in DocControl

O

Document Number — Document Number assigned by DocControl

d. Document Version — Revision Number based on the number of Minor and
Major Changes, default is 1.0 for all approved documents

e. Document Approval Date — The date the document was approved
f. Document Owners — All owners assigned to the document

g. Document Approvers — All approvers assigned to the document.
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h. Document Expiry Date — The document is only valid for the duration of the
cycle set by the Approval Interval

i. Document Reviewers Listing — All reviewers assigned to the document.

Header View Footer View

Instructions

Header can be 1,2 or 3 column enly.

Each column can have either rich text or an image

Header is 12.5mm from the bottom. Any original text frem document in that portion will be overwritten by the header.

Header can accomedate images with maximum 38px height for 13mm header and 72px height for 26mm header. Bigger images will be clipped.

Supported Variables

Re 1Y Mo 0 e Prints Name of Document : Prints Current Page No [ el PN S | Prints Organization Name : Prints Date of Approval
: Prints Mumber of Document [ NI 1e 25 | Prints Total Pages + Prints Author Name - Prints Date of Expiry

{1 [o Wl 3% - Prints Revision of Document m : Prints Page Number block

e o
Number of columns m

Header block type

[T |

Header block width

0 %

Customizing the Footer

The footer is a string of text that is appended to the bottom of every page. To add a

footer:
IASTractions
Footer can be 1, 2 or 3 column only.
Each column can have either rich text or an image
Footer is 12.5mm from the bottom. Any original text from document in that portion will be overwritten by the footer
Footer can accomodate images with maximum 38px height for 13mm footer and 72px height for 26mm footer. Bigger images will be scaled
Supported Variables
[ A o] : Prints Name of Document : Prints Current Page No [T =) : Prints Organization Name : Prints Date of Approval
[ESSTTY =00 : Prints Mumber of Document : Prints Total Pages : Prints Author Name * Prints Date of Expiry
[Tor=a. =0 : Prints Revision of Document m : Prints Page Number block

Number of columns : 12 3
Footer block type
Footer block width
100 %
[« ~)[= == = = =][8 1 usz]om -|[s=-|=xala o]

{#NAME_OF_DOC} {#ORG_NAME}
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1. Select yes for the box labeled, Add Footer

2. Use the text box to customize the footer

3. Click the tokens on the right to insert them into the text box
 {#NAME_OF_DOC} - prints the document name
 {#DOC_NUMBERY} - prints the document number
 {#DOC_REV} - prints the document revision number
 {#CURR_PAGE} - prints the current page number
 {#TOTAL_PAGES} - prints the total number of pages
* {#ORG_NAME} - prints organization name
o {#PAGE_NUM} - prints page number block
 {#AUTHOR_NAME} - prints author (original uploader) name
 {#DATE_OF_APPROVAL} - prints the date of approval
 {#DATE_OF_EXPIRY} - prints the date of expiration.

Document Archive

The Document Archive contains a master list of all the documents uploaded to
DocControl. Documents are listed from oldest to newest upload date. Administrators can
access the document details and download a PDF copy of any revision for all documents.

Document Archive Retired Documents Rejected Document
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General information about the current status of the document is displayed in the list.
For more information, administrators can access the document history of any document
by clicking on the “View” button. The document history lists all revisions of a document
sorted by the check-in date. Clicking on the document name will pull up the document
details for that particular revision. Administrators can download a copy of the revision in
PDF format.

You can also filter the documents by User and Document Group by click on the filter icon

on the top right corner. A pop-up lets you select the user / document group to filter by.

You can also export the entire list of Documents into Excel using the Export option. I:l

Admin Panel / Management Reports / Document Archive

Document Archive B

Note: All revisions of a document are accessible from the document
archive, even after a document has been retired.
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Add Templates

Templates are pre-formatted files fulfilling specific
guidelines or style requirements that users can download
and edit to create new files from. Read the section on §)J DocControl @
Adding Documents from a Template for information about - e Temple
how to use templates.

Organization Management

Uploading a Template

Add Template

1. Click on ‘Add Template’

2. Click on ‘Add Files’ Template List

3. Select a new template file from
the desktop folders

4. Give the file a name or leave it as
is.

5. Click on ‘Upload’ to save file into the system.

Audit Trall

All user actions are logged in the Audit Trail. An audit consists of a date and time stamp,
username of the user who initiated the action, the category the action falls under, and a
short description of the nature of the action. Audits are displayed from most recent to
oldest.

Audit trail latest entries are available on the Admin Panel Main Screen at the bottom.
Click on the little chain icon at the top right corner of the Audit Trail box to see more and
filter.

Audit Trail

[2015-03-09 17:28:35] User Selina Balboa update Approval Interval of Document Search Doc-2.png.
[2015-03-09 16:36:13] User Selina Balboa Created User Group New node

[2015-03-09 16:24:15] User George logged in.

[2015-03-09 16:22:58] User George verified his account

[2015-03-09 16:22:08] User Selina Balboz created the User George with type Viewer

[2015-03-09 16:21:01] User Selina Balboa created the User Stephen with type Viewer.

[2015-03-09 16:19:24] User Selina Balboa created the User Steve with type Viewer.

[2015-03-09 16:18:50] User Selina Balboa updated User Mark profile

[2015-03-09 16:18:36] User Selina Balboa logged in.

[2015-03-09 16:18:28] User Altaf was logged out.
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Filtering the Audit Trall

Administrators can filter for the audit trail of a specific document. To filter the audit trail:

-
Admin Panel / Audit Trail
Audit Trail BEa
Showing 1 to 50 of 15,498 entries Previous Next

Date Time User Type Audit

oth Mar, 2015 17:49.18 Selina Balboa Document Created User Selina Balboa Created the Template 8.doc.

9th Mar, 2015 17:49:18 Selina Balboa Members Modification in Docume User Selina Balboa added Document 8.doc into Public Documents.

nt Group

9th Mar, 2015 17:28:35 Selina Balboa Approval Interval Changed User Selina Balboa update Approval Interval of Document Search Doc-2.png.

9th Mar, 2015 16:36:13 Selina Balboa User Group Created User Selina Balboa Created User Group New node

9th Mar, 2015 16:2415 George Login Activity User George logged in.

9th Mar, 2015 16:22:58 System User Verification User George verified his account

9th Mar, 2015 16:22:08 Selina Balboa User Added User Selina Balboa created the User George with type Viewer.

9th Mar, 2015 16:21:01 Selina Balboa User Added User Selina Balboa created the User Stephen with type Viewer.

Ash Kdae AN E

aEanna

€ alimn Dallnn

Vlame Addad

Hlame ©alima Dallonn aennsad dhn Hame Chauin toith bimn Vianan

1. Click on filter icon []
2. Filter the audit trail by the following:
a. Input Start and End dates to filter for

b. Select a specific user

c. Select a specific document within a Document Group

Filter Audit Trails

Date Range

Filter By User

Filter By Document

to Selina Balboa - Test Document -
Altaf DOC CONTROL Test Cases.xlsx |
Mathew Moore DCRDX Image
Michael Ta Search Doc-2.png
Ajay Mandera images (3).jpg
George Search Doc-2.png
Doc With TC 1
28676.jpg
Barbie2 jpg

edeee3ab5132a384c833cdc489.
28676 (1).jpg
images (3).jpg
images (4).jpg
images (5).jpg
- images (6).jpg -

 Clear |

Note: Filters can be applied together to narrow the results to those that fit all criteria

3. Click on ‘Filter’.

49



The list of audits generated by the audit trail can be exported and downloaded into an
excel file. To download the audit trail:

1. Filter for the audits you want to include

2. Click the H icon to export and download the file

Admin Panel / Audit Trail

Audit Trail BEa

Current Filters

User : Selina Balboa
Document : All Documents
From Date
To Date
Showing 1 to 50 of 1,265 entries Previous Next
Date Time User Type Audit
9th Mar, 2015 17:49:18 Selina Balboa Document Created User Selina Balboa Created the Template 8.doc
9th Mar, 2015 17:49:18 Selina Balboa Members Modificationin  User Selina Balboa added Document 8.doc into Public Documents

Document Group

9th Mar, 2015 17:28:35 Selina Balboa Approval Interval Change  User Selina Balboa update Approval Interval of Document Search Doc-2.png.
A
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Update Organization Logo

The organization logo appears at the DocControl login screen. In addition, the logo is

used in the generated PDF header. Organization Management

N
Administrators can change the logo at any time, however ZZJDOCCoerI @
it is not recommended to frequently alter the logo. To ' Add Template
Change the |OgO: Subscription Management

1. Click on ‘Default Logo of DocControl’
2. Select a new logo file from the desktop (PNG, JPEG, GIFF)

3. Logos should be at least 80x40 pixels and maintain an aspect ratio of 2:1 for best
results

4. Click on ‘Update Logo’.

Logo should be at least 80x40 pixels. Try to
maintain 2:1 aspect ratio, if bigger, to avoid

Oragnization Management distortion.

New lago will only be used in POF generated for
new Documents and Check-ins enly.

Select Organization Logo

Max Allowed Size: 10 MB

Choose File | No file chosen

Update Logo

Frequent change in Logo is not recommended

Note: The new logo will only appear on PDFs generated after the update. If you want
the new logo to be used on any prior documents you must re-generate the
PDF.
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View All Checked Out Documents

This option lists all the checked-out documents sorted by
most recent check-out. The list includes the document

o Checked Out
name, user who checked out the document, revision Documents
number of the document, and the checkout date.

17

Admin Panel / Checked-Out Documents

Checked-Out Documents

ID Document Rev Status Checkout By Checkout Date Actions
128 Sep Check - 02.06.2013 1.0 Approved m 12th Feb, 2015 n
129 Sep Check - 03.06.2013 1.0 Draft m 7th Feb, 2015 B
130 Sep Check - 04.06.2013 1.0 Draft 4” 7th Feb, 2015 n
134 [#08.06.2013 1.0 Draft il oth Mar, 2015 B
el
178 Attendance 1.0 Draft 4” 7th Feb, 2015 n
307 Screen List Clinion.xlsx 1.0 Rejected m 24th Dec, 2014 n

Administrators can print out a copy of this list by clicking on the ‘Print’ button.

View Pending Approvals

This option lists all of the active approval requests. Each
item includes the approver to notify, the approval type, and
the name of the document.

Note: This section is in the process of being deprecated.
Please refer to View Pending Requests.

Admin Panel / Pending Approvals

Pending Approvals

1D Document Rev Request Request Dt Approvers Status Date Deadline Actions

633 [Zleastcoastlogo-80 4.63 =X sthJan, 2015 959“”3 Balboa  Pending N/A 30th Dec, 2014 u
x40.png

639 [H01_dreamstime f 1.2 =7 10th Oct, 2014 @sma Balboa  Pending N/A N/A a
ull_10_16.pdf

640 [11_Bill Report 12 =] 10th Oct, 2014 @sma Balboa  Pending  N/A N/A u

642  [ZBasic Fever Repor 1.2 =] 10th Oct, 2014 msma Balboa  Penc N/A N/A [ |
t

643 [ Viral-Fever Report 12 =5 10th Oct, 2014 m SelinaBalboa  Pe 7 N/A 11th Oct, 2014 u

Administrators can print out a copy of this list by clicking on the ‘Print’ button.

52



View Pending Reviews

This option lists all of the pending reviews assigned to users. The layout is similar to the
‘View Pending Requests’ report. The document name, id, revision number, and current
status appear on the left. The user(s) assigned to review each request is listed on the far
right. The request type, request date, and deadline are located between the document
information and the reviewer. In this instance the request type can only be review.

Admin Panel / Pending Reviews
Pending Reviews

1D Document Rev Request Dt Reviewers Status Date Deadline Actions

2 DOC CONTROL Te 1.1 Invalid date n
st Cases.xlsx

20 Sick Leave.docx  2.23 Invalid date B

30 Apology Letterdo  1.27 Invalid date n
cx

31 [ appraisalform_19 1.27 Invalid date n
6.doc

32 Interview thank yo 1.27 Invalid date n

u letter.docx

The requests in the list are sorted by the earliest to latest ‘requested on date’
Note: Reviews that have been completed will not be listed.

Retired Documents

Administrators can access a list of all the retired documents in DocControl. The
documents on the list are sorted by upload date, from oldest to most recent. The
document name, revision number, author, status, size, and upload date are listed.

Docurment Archive Retired Documents Rejected Document
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1. Under Management Reports click on Retired Documents.

2. Administrators can access the details of a retired document by clicking on the
document name

3. Entire Retired Document list can be exported into Excel.

4. Individual Documents can be download / exported / information accessed on the
listing panel.

Admin Panel / Management Reports / Retired Documents

Retired Documents n
1D Document Rev Author Creation Date Actions
3 5 DCRDX Image 1.0 &"; 27th Jun, 2013 B u n
4 & Search Doc-2.png 1.0 &; 27th Jun, 2013 G u ﬂ
4 5] Search Doc-2.png 1.1 &; 27th Jun, 2013 B u n
4 [ Search Doc-2.png 12 &; 27th Jun, 2013 G e n
4 2] Search Doc-2.png 1.3 &; 27th Jun, 2013 u B n
5 [ images (3).jpg 1.0 &;‘, 27th Jun, 2013 G e n
5 Bimages (3)ipg 20 @ e OO0
- ATl .. Aanan —— . S —

d
5
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Rejected Documents

Administrators can access a list of all the rejected documents in DocControl. The
documents on the list are sorted by upload date, from oldest to most recent. The
document name, revision number, author, status, size, and upload date are listed.

Management Reports

Document Archive Retired Documents Rejected Document

1. Under Management Reports click on Rejected Documents to see list of all

Rejected Documents.

Admin Panel / Management Reports / Retired Documents

Retired Documents

D

Document Rev Author Creation Date

3
4
4
4
4
5

5

=

2.
3.
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i Search Doc-2.png 13 é 27th Jun, 2013
i images (3).jpg 1.0 &, 27th Jun, 2013
& images (3).jpg 2.0 é‘, 27th Jun, 2013

L AL .o AnaAa

R R N — an

Entire Rejected Document list can be exported into Excel.

Actions

oooe
ooaa
ooea
ooaa
oooea
oooa
oooe

Individual Documents can be downloaded / exported / information accessed and

information exported on the listing panel using the icons to the right on the

display panel.



Update Subscription

Administrators can update the plan by clicking on Subscription management icon in right
side panel of the Admin Dashboard.

Subscription Management

1. It shows you your current plan information
2. And also available plans which can be subscribed to by click on the same.

Current Plan - Pro

You are currently on trial plan and your trial ends on 2016-01-03. Please subscribe to your plan or your instance won't work.

Users: /60

Decuments: / Unlimited

Space: 0 bytes / 50 GB
Subscribed On: 2015-01-03 09:15:38

Available Plans

60 Users
30 GB Storage

Unlimited Documents

Subscribe
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Update Instance

Administrators can update the time zone default and also the timeout default for an user
using the Instance management option.

Instance Management

Timezone ; Asia/Kolkata

Timeout : 50 Minutes

Click on the edit icon to open a pop-up

Edit the time zone by selecting from a dropdown.

Select the time out option by entering a numerical value for minutes.
The above edits are applicable to all users of the instance.

HowbdpE

Instance Settings

Instance Timezone

Asia/Kolkata - UTC/GMT +05:30

Session Timeout

50 Minutes
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Email settings
Administrators can update the e-mail setting for a given instance.

58

Selina Balboa
kishan.gor@plus91.in

o] o]
X

1. Click on the edit icon H to open the setting page for E-mails.
2. A panel of options opens up. Select the setting as needed.
3. Click on ‘Save Email Settings’

Email Settings

Every User Login Alert
Document Creation Alert
Approval Request Alert
Document Check-out Alert
Document Revert Alert
Document Approval Alert
Document Rejection Alert

Document State Change Alert

Document Retirement Request Alert

Save Email Settings



Password Management

Forgot Password Process

On clicking forgot password, a new screen lets you request a new password via e-mail.
The e-mail link is valid for 2 hours.

Enter Username and click on re-cover password. You will receive an e-mail. Click on
the link on e-mail and update the password to the new password.

Reset Password

Reset link will be valid for 2 hours.

=R N I e

Recover Password  Go to login!

Password Expiry

As per HIPAA compliance password needs to be changed in 30 days. An alert if request
you to change the password Enter the old password and add the new password twice

and click on Update.

Alert!
Your password has expired! Please update y
Update Password password to use your account.

Current Password
Password

Confirm Password
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Password Update

Update Profile Update Password

To update your password:

1. Click on the name corresponding Update Password
to the account left of the profile
drop down menu at the top.

Current Password

Password

2. Click on ‘Update Password’. Confirm Password

3. Fillin the form according to below:
a. Enter the current password
b. Enter the new password
c. Retype the new password
4. Click on ‘Update’

5. You will now be able to login with the new password
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Support

To contact support or leave feedback click on the
Feedback & Support tab

Icon located on the left bottom corner on most
screens. i
To contact support:
1. Enter a message
4. Optional: Attach any necessary files or screen
shot to help illustrate what is happening
5. Click the ‘Next’ button

6. It will show you a list of possible help options.
Either click to read the message or click on
‘Skip and Send Message’.

Send us a message _—

nclude a screenshot of this page
edg
@ ...
)cun
Help us decide what to add next
ppre

U -1
bﬁ-m-ﬂ‘! 16:24:151 llser Georae loaoed in

Your message will be sent to a DocControl support representative. Someone will

review your case and contact you to help resolve it.

| i

Are any of these helpful?

(™ Give feedback Doc validation test
T
B
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How do | regenerate the PDF of a document?

The simplest way is to temporarily changing approval dates, altering the pdf,
header and footer settings. Other ways include, adding / removing approvers,
checking out and in a document (this will change the version number).

How do | create a document?

Simple! After logging in, click on the Add Document button. Now select the file,
give it a name, select the document groups you want to add it to and click on
Upload button. A PDF is automatically generated for most document types.
Your document automatically inherits the security settings and properties of the
document group in which it was placed.

. What are Document Groups?

Document Groups are a collection of the Documents with defined settings.
Document access, document approval, watermark, front page formatting, and
document footer properties are all controllable through the properties of the
document group. Document groups are arranged in a hierarchical structure,
and a sub-folder will inherit the properties of the parent folder, unless
overwritten. Of course, these properties can be applied to individual
documents, if desired.

| just created a document but it is not available inside the document group.

| Why?

Every newly created document is in draft format and it will only be available in
Drafts group, which can be selected from left panel. Documents will only be
added to the document tree following approval.

| want to see more details of a document. Who should | do?
Select the document in Document list on Dashboard using the information icon
and then click on the see document page icon for more details and actions
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6. Which type of documents can be added?
Technically any type of document can be added to DocControl, but to take
advantage of the auto-PDF functionality, the following DocTypes are
recommended: MSOffice (Word, Powerpoint and Excel), OpenOffice, LibreOffice,
PDF, Image files (JPG, GIF, PNG and others). Support for additional file-types
are added regularly!



